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Glossary
TERM

DEFINITION

API

Application Programming Interface

APRA

Australian Prudential Regulatory Authority

CapEx

Capital Expenditure

CD

Continuous Delivery

CCoE

Cloud Centre of Excellence

CISO

Chief Information Security Officer

CRO

Chief Risk Officer

CTO

Chief Technology Officer

FinTech

Financial Technology

RFIs

Regulated Financial Institutions

FSI

Financial Services Industry

IaaS

Infrastructure as a Service

ITIL

IT Infrastructure Library

MAS

Monetary Authority of Singapore

NIST

National Institute of Standards and Technology

ORM

Operational Risk Management

PaaS

Platform as a Service

SaaS

Software as a Service

SRE

Site Reliability Engineering

UAR

User Access Review
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Executive Summary
While emerging technologies and practices are a key enabler for financial institutions
and financial consumers, its widespread use and rapid adoption can pose risks in
many different areas of the business if not properly understood and managed.
Sourced Group (Sourced) is a global cloud computing consultancy specialising in the adoption of cloud
services for large scale use in the world’s most regulated and security conscious enterprises.
Over the past decade, Sourced has had the privilege of working with financial institutions across Australia,
Canada and South-East Asia during various stages of their cloud deployments to ensure compliance with
their respective regulatory bodies, most notably the Australian Prudential Regulatory Authority (APRA) and
the Monetary Authority of Singapore (MAS).
This paper is informed through Sourced’s experience working with regulators and Regulated Financial
Institutions (RFIs) globally. It also provides recommendations for deepening approaches to cloud computing
policy and understanding the opportunities and risks RFIs face when adopting cloud technology and new
ways of working at scale across their business.

Recommendations are provided within this paper around the following key topic areas:
 Increasing understanding of changes in
technology risk and operations brought about
by recent technology shifts

 The way changes in technologies and practices
impact potential risk exposure for RFIs

 Increasing regulatory clarity with regards to

 Alignment of security standards and tools to
globally recognised standards

 The application of technology risk standards and
guidelines to financial technology (FinTech) with
bearing on the operation of outsourced material
financial services processes

risk assessments and outsourcing compliance
notification practices

DISCLAIMER

This whitepaper was originally prepared as a submission in response to Canada’s Office of the Superintendent
of Financial Institutions’ paper, Developing Financial Sector Resilience in a Digital World.
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The Relationship Between Operational
Resilience, Operational Risk Management
and Technology Risks
Operational resilience, operational risk management (ORM) and technology risks
are becoming increasingly intertwined due to the adoption and acceleration of
cloud computing in regulated enterprises and the nature of how these services
disrupt legacy technology practices and flatten operating models.
Historically, in regulated enterprises, risk management
policy setting, technology risk practices and ORM
procedures have been somewhat siloed endeavours.
To start with, resilience and availability have been
predominantly infrastructure and service management
disciplines mostly disconnected from how banking and
regulatory risk teams set policy objectives for the
organisation to maintain its obligations to the regulator.

Secondly, in these legacy environments, the pace
of product/service, environmental and operational
change has been traditionally low or largely static.
This is due to the cyclical nature of capital expenditure
(CapEx) driven technology infrastructure projects
and the inherent inflexibility of many established
legacy platforms to accommodate new feature
requests due to monolithic code bases for example.
Teams would traditionally follow a very prescriptive
CapEx project lifecycle of three to five years for
technology refresh. These projects would design
solutions and operational practices to fulfil the risk
and policy objectives of the organisation with a view
that the solution and associated operational risks and
controls would be largely effective for the lifecycle
of the solution. Changes were treated and managed
as exceptions to the existing solution and practices,
to ensure that technology and resilience controls
remained within policy directives.

technology environment have been fundamentally
restructured by the increasing adoption of cloud
platforms. Hyperscale cloud platforms now cover
most of the IT ecosystem in singular platforms, and
combined with extensive self-service, automation,
and concepts such as “everything as code”, have
given technology teams powerful incentives
and tools to realise ongoing benefits for their
organisations.
This fundamental change to why, how and when
technology services are orchestrated, the speed at
which this can be achieved, and the rate of change
to the cloud platforms pose challenges to incumbent
operating models, processes and controls.
Organisations must now understand potential
changes to, and address:

 Enterprise operating model strategy and risk
management practices for cloud-based business
models

 Risk objectives and controls tracking in a cloudbased technology business

 Compliant and resilient architecture practices
 Layered defence of controls and single point of
failure avoidance

 Controls and policy as code

Looking towards a cloud-based technology stack
in RFIs, the dynamics described in a traditional
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Enterprise Operating Model Strategy and
Risk Management Practices for Cloud-Based
Business Models
Regulated financial institutions must have a sound long-term
strategy for cloud service adoption for the business, and more
specifically, for their regulated services. This strategy should seek
to outline a long-term plan for moving to cloud services and away
from traditional infrastructure services. This should be executed in a
manner whereby the RFI can generate lessons learned and embed
them within an internal capability without posing an excessive risk to
the RFI, its stability, integrity, or customers.
Due to the flattening effect of the cloud platforms, traditional
technology silos of roles and responsibilities must be fundamentally
re-thought for enterprises adopting cloud. In many cases, the
domain expertise of individuals and teams in a more traditional
technology ecosystem have value in a cloud-based operating model,
but the RFI must think about the re-ordering of work into crossfunctional teams and collaborative workflows to capture the promise
of cloud whilst managing the risks.

Risk Objectives and Controls Tracking in a
Cloud-Based Technology Business
RFIs must have an intimate understanding of the diverse range
of risks and threats they face in their technology ecosystem,
including in cloud. It is very important that these threat vectors
and corresponding controls, control owners and control assurance
mechanisms can be contextualised from front-line control operators,
all the way up to the C-suite and the Board in a centralised and
dynamic manner. This ensures that RFIs have a sustained risk culture
across the organisation at all times, and that consistent practices
exist for understanding risk, tracking controls, their effectiveness and
residual potential risk impact on the organisation.
Adoption of digital services such as cloud and FinTech providers
shifts the nature of how controls are provisioned and managed.
This requires a step change in how these controls are governed in
a much more dynamic control environment.
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RFIs should have a living framework, repository or dashboard
which can provide real-time reporting perspectives on:
Threat vectors for various risk types
including operational resilience, availability,
security, financial, and procurement or
vendor related

Control owners who are teams or leaders
within the RFI responsible for the design
and ongoing operational effectiveness of
the prescribed controls

Control objectives corresponding to
threat vectors

Controls prescribed or adopted for
meeting the control objectives

Control management plans which
outlay the management and operational
workflows for the configuration, state, and
breach response processes of the control

Control assurance plans which outlay
the practices and frequency for attesting
controls and asserting their ongoing
effectiveness for remaining within the risk
appetite of the control objective

Figure 1: Example of a Dashboard Used for Real-Time Reporting on Compliance Perspectives
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Compliant and Resilient Architecture Practices
Design redundancy and technical resilience must still be considered
carefully by RFIs in a cloud-based technology model. What does
change for RFIs is that the ability for hardware to have redundancy
and resilience in the face of failure becomes much more a function of
software configuration and the use of cloud native services than “nonstop” hardware systems as in the past. In most cases, the cost and
complexity of building multi-site availability has been greatly reduced
by the native features of the hyperscale cloud platforms. In fact, owing
to the dynamic nature of software, availability and compliance have now
become a function of how the code base is managed on an ongoing
basis, rather than only at deploy time.
Design diligence and code reviews for both application and architectural
assets in RFI ecosystems must evolve to accommodate this reality
where these checks over time become much less centralised to
architecture and infrastructure teams and more driven by application
and site reliability engineering (SRE) teams.

Controls and Policy as Code
As the financial services industry ecosystem shifts
to cloud over time, in order for regulators and RFIs
to reap the benefits of this shift and successfully
manage the risks, they must begin to think in the
manner of the hyperscale cloud providers.
In traditional technology ecosystems, RFIs could
identify threats and follow predominantly manual
controls due to the slow rate of change in an
environment once it had passed from project phase
into production operations. The introduction of cloud
and new ways of working such as DevSecOps - an
incremental, never ending cycle of environment
release enhancement impacting service development,
security, and operations - means that the underlying
technology is no longer an inhibitor to business agility.

This bottleneck has now shifted to the ability of the
RFI to scale consistent control outcomes across their
business.
Regulators and RFIs must consider scale and
automation when it comes to control objectives
and operations in the cloud. Success will be
defined by how architectures, code, automation,
and human based practices can be scaled and
reused consistently to meet control objectives.
Over the past 10 years, Sourced has experienced
with clients, traditional thinking being overlayed
on cloud seemingly working for the first five to ten
applications only for the framework to fail as the
organisation attempts cloud adoption at scale.
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Layered Defence of Controls and Single Point of Failure Avoidance
It is important to note that there is no single methodology for the implementation of controls. Controls for
specific risk vectors are usually fashioned in a layered arrangement consisting of:

Preventative Controls

Detective Controls

Corrective Controls

Will introduce mechanisms
to ensure that an elevated
risk position cannot
be achieved under any
circumstances.

Will ensure that an
elevated risk position
due to either a failure or
dispensation against a
preventative control is
reported.

Will perform an automated
response to return a risk
position back to a nominal
level.

All three control layers require the same process of analysis, definition, engineering, and maintenance of the
controls. Cloud providers commercially benefit from a very high rate of innovation and access to new services.
Unique to cloud providers, these features are generally released as enhancements into existing running
environments as opposed to a traditional opt-in update or licencing process. The control systems must
therefore be able to interpret these new features, assess their risks, understand changes to the risk posture,
and distribute controls continuously, and with a high frequency. The rate of innovation now exceeds hundreds
of features per year per provider1, and therefore the control system must be capable of distributing changes
daily.

Regulators and RFIs must consider
the need to layer key controls in such
a manner that in the event of one key
control failure, other mitigating controls
exist that can protect the RFI against
complete control failure resulting in a
security or operational failure event
and a subsequent breach in its
regulatory and market obligations.

There is no one-size-fits-all approach as a diverse range of
factors weigh in when an RFI is crafting its cloud technology
control environment; these include but are not limited to:

 Chosen platforms and technologies chosen by technology
leadership and their capabilities

 Developer and system user experiences
 Risk vector likelihoods and business impacts
 Ease of scalability of the control in question
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Figure 2: Control Methods Over Time

FOR EXAMPLE:

A control to prevent unauthorised access to cloud-based virtual machines from the public internet could be
achieved by denying the use of public IP addresses on instances by the appropriate Continuous Deployment
(CD) pipeline at deployment time. This would be referred to as ‘in-line’ or preventative control.
The same outcome could be achieved by enabling a policy through a third-party software that detects the
use of public IP addresses and alerts the relevant team about the issue it has detected. This would be referred
to as an ‘out of band’ or detective control. When this software shuts down the instance upon detection, it
becomes a corrective control.

i

These controls do not have to be exclusive; instead, they can and should be used in unison to
prevent single point of failure or subversion of a single key control.
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Threats and the Management of
Emerging Technology Risks
Regulated Financial Institutions face a broad range of potential technology risks with
serious consequences, including large financial losses. These risks include:
 Outages and availability issues resulting in loss
of trading or transactional revenue, regulatory
breach fines or reduced revenue due to brand
damage, or diminished market trust

 Security breaches resulting in; a loss of
data integrity preventing the ability to make
transactions, financial theft, brand damage, loss
of customer and market trust, loss of private
data, loss or degradation of services resulting
in the inability to transact financial positions, or
regulatory breach fines

 Lack of appropriate risk culture in RFI technology
teams leading to key control failures with financial
exposure implications

 Technology misconfiguration resulting in; an
outage or degraded ability to maintain services,
misconfiguration of services resulting in reputation
or brand damage, or malicious configuration of
services leading to improper access to or use of
customer data, or regulatory breach fines

The adoption of cloud in an RFI context fundamentally reorders the way in which technology ecosystems
operate. Whilst the adoption of cloud services in RFIs does not render all ORM tools, human processes and
principles ineffective, any presumption that these can be seamlessly transferred to a future state dominated
by cloud services would introduce substantial structural risks, including impediments to leveraging new
technologies in addition to operational and organisational inefficiencies for RFIs.
In a cloud-based future, where these traditional barriers to velocity and ease-of-use are removed, there are
opportunities and challenges which must be balanced for institutions and regulators alike.

The most pertinent point is that barriers and lead times
to provisioning new environments and services have
been fundamentally removed by new technology.
For example, what would once have required a large CapEx-driven data centre
refresh project can now be achieved by several engineers and an API call to a
cloud service provider.
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Future Technology teams will be seeking to release minor feature changes multiple times a week or optimise
underlying cloud services to meet demand. Slow-moving infrastructure with document reviews and rigid
paper-based approvals will no longer be considered as key change controls. New approaches are required to
ensure compliant architecture and environment configuration are managed and enforced.
RFIs will need to craft technology and governance strategies which will fuse technological change, shifts in
ways of working, varied operating models for teams, workflows, competencies, and talent, as well as the need
for a shift in the practices used to govern the controls for these changes in technology usage.
It is imperative to note that this burden does not fall onto the Cloud Centre of Excellence (CCoE) alone; it is in
fact a shared responsibility between the Chief Technology Officer (CTO), Chief Risk Officer (CRO) and Chief
Information Security Officer (CISO).

CTO

CRO

CISO

Providing the framework and

Creating dynamic risk posture

Embedding modernised

platforms to allow the matching

dashboards and enforcing

security assessment tools with

of application risk ratings to the

realignment from drifts to

the new paradigm at their core

maturity of the organisation’s

acceptance baseline and

cloud platform

from breaches impacting
regulatory posture

Leading Risk and Control Practices for Consideration
Standardising and Scaling Controls to Eliminate Control Estate Complexity or Sprawl
A common challenge observed in RFIs around
the world when transitioning to cloud is control
failure due to the complexity and lack of visibility
in cloud-based operating models and technology
environments.
This commonly stems from RFIs early on their cloud
journey taking a workload-by-workload approach to
migration to cloud, whereby individual service teams
interpret control objectives and guidelines differently,
and implement and operate their own controls to meet
the objectives in different manners, often supported
with a bias towards a strong detective regimen.

Whilst globally Sourced has experienced an increasing

level of clients practicing this methodology and
experiencing substantial positive results, it is based
on years of experience and learning, building on a
standardised foundation of controls, deep engagement
and earned trust with their respective regulators.
Moving en masse to cloud without strong key control
standardisation or ‘guardrails’ which allow RFIs to
establish this foundation of safe experience and
expertise, can lead to RFIs being overwhelmed by
unpredictable control failures.
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Furthermore, a deficit of a strong baseline of
standardised controls and measures can make
attesting their effectiveness to their management,
board and regulators a very challenging endeavour
for regulated entities as cloud consumption increases.
Establishing these baseline controls as services within
an RFI cloud platform ecosystem can substantially

increase ease-of-adoption for less experienced
organisations and provide a reusable set of services
which are known to be compliant. This removes the
short-term need for much more detailed assurance
mechanisms such as audits and complex analytics
in environments where key control ownership has
effectively been de-centralised.

Figure 3: Workload or Platform Approach

Cloud Native Tools and Analytics
To date, enforcing environment compliance in RFI
technology ecosystems has relied substantially
on human-based workflows such as design and
configuration audits, User Access Reviews (UARs),
operational process reviews of ITIL workflow assets,
and so on.

completely unusable due to the speed at which cloud
configuration and operations can move and how
rapidly configuration can shift. Traditional audit teams
tend to take a very ‘static infrastructure’ view on
cloud services and as such, their audit mechanisms
are not easily transferred to a practice where facets
of a solution are treated as software services,
configurable with modules of code.

When adopted at scale, these practices already have
inherent challenges such as time intensiveness, point
in time snapshots of the state of RFI environments,
and lack of consistency. When they are applied to
a cloud-based operating model, these practices are

Market-leading cloud providers have advanced
considerably in this space as RFIs have sought to
adopt their platforms, and these providers have
learned and adapted to the regulatory hurdles that
RFIs must comply with.
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As a result, market leaders have released a slew of
cloud-native platform-based tools, which can be
activated and configured by customers to act as
a set of real-time data-driven controls for cloud
compliance. These tools can be used to implement
security in addition to operational and compliance
policies to be run against the RFIs use cases at scale.
These act as real-time controls and reports which
can be fed back to operations, security, risk, and
compliance representatives.
These tools continuously scan the ever-changing
configuration data in the RFIs environment for
anomalies or breaches in policy. They then either
alert support engineers for action, or in some cases,
trigger an automated remediation event which returns
the service configuration to a compliant state without
human intervention.
Regulators and RFIs would both benefit from
regulators providing policy and/or control objective
guidance on expectations moving towards these
cloud-native tools and methods.

Chaos Engineering and Injecting Failure for Controls Assurance
Another common challenge in the controls ecosystem
for regulators and RFIs is how regulated entities can
certify that their controls are in an effective, operable
state at all times.

Traditionally, manual audits were in most cases
sufficient in a legacy environment where the pace
of change in underlying infrastructure and services
was slow, impeded by the constraints of traditional
infrastructure and networking. These mechanisms of
asserting control operational effectiveness against
policy in a software defined RFI ecosystem, especially
one which is starting to scale dozens or hundreds
of workloads and data, are not timely, scalable, or
sustainable to meet their requirements.
Early adopters of large-scale cloud-native
engineering practices have been working on tools

and approaches to this problem, including chaos
engineering. This involves using cloud services to
engineer and automate rules to inject policy-failing
configuration into cloud environments to test that
automated processes and human control elements
respond as required. This also tests that threats are
controlled within the boundaries of the intended
control design and policy appetite.
There are open-source tools already available which
can be incorporated by RFIs, and more innovation is
likely to come from the cloud platform providers in
this space in the future. These methods are especially
beneficial and powerful for RFIs that have large
technology estates where their scale will be too
substantial to manually assess, or the pace of change
in their environment is high.
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Strengthening Regulatory Risk
Management Guidance
Additional areas where regulators may want to consider how technology and
operational risk can have an impact on RFIs and the functioning of financial markets
include cloud provider contingencies, data offshoring and sovereignty risks.
In the case of concentration risk, two to three hyperscale cloud providers are winning the lion’s share of
migration of FSI payloads into their platforms which increases the financial sector’s dependence on these
large providers2. This is compounded by the fact that many of the third-party Software as a Service (SaaS)
and FinTech offerings most-used by RFIs are often also hosted on these same large cloud service providers.

Market-leading cloud providers have highly evolved security and
risk management capabilities for meeting the needs of tier-one
global banks. With enormous ability to scale to meet demand
and offer multiple fault-tolerant zones in each jurisdiction to
accommodate failures, catastrophic outages are now far less
common than most banks experience in their private data centres.
Regardless, regulators should prompt RFIs to prepare for ‘black
swan’ events. RFIs need to consider how they would respond in the
unlikely event of an extended outage translating into critical impacts
on material operations, such as identity management and domain
resolution services.

Additionally, regulators should provide clear guidance to RFIs on their obligations with regards to offshoring
of material data. Early in the adoption of cloud, most services offered by cloud providers and consumed by
RFIs were IaaS or more traditional looking services such as compute or storage, which could be logically
isolated to their geographic zones.
Since then, cloud providers have dramatically advanced their offerings and it is now common to use PaaS
services which span a substantially larger portion of the platform management activities. In some cases,
these new PaaS services cannot be segregated to a logical geographical jurisdiction and are subsequently
‘global resources’, meaning that any data traversing or residing on them is doing so outside single regulatory
jurisdiction borders.
This is not often likely to be a problem, but it would be beneficial for regulators to understand these trends
and have clear policy guidance around them such that regulated entities clearly understand any possible
obligations.
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Additional Commentary on Cloud Risk
Management
From past experience globally, Sourced emphasises the need for a specific
regulatory guidance on cloud risk management.
RFIs could make the misguided assumption that
cloud outsourcing is simply a transfer to a different
infrastructure provider and could presume that
their existing controls and work practices are easily
transposed into this new way of operating.
Regulated entities are likely to find themselves
exposed to risk as they grapple with understanding
their policy obligations and how to respond to them.
This is to be expected as a result of the rapid ease
and speed of cloud configurability, often lack of
a wholistic strategy for understanding cloud risk
vectors, policy and control objectives and how to use
cloud-native programmatic and data-driven control
techniques.
Whilst regulators should not become highly prescriptive

at an engineering and control implementation
level, there are several areas where detailed policy
guidance would be justified and beneficial overall by
regulators.
One example is the use of anonymous case studies
from RFIs to outline examples of both bad practice
and good practice, aligned to policy areas. This would
assist RFIs with real, applicable examples of how to
interpret policy guidance into control practices for
compliance with their obligations, specifically where
the transition to cloud will have a high impact on
control practices.

avoid this being over-prescriptive or so detailed that
it becomes rigid and struggles to maintain pace
with feature changes released by the major cloud
providers. This could take the form of a taxonomy
of common cloud risk vectors and policy objectives,
with corresponding progressive approaches to
managing and addressing them at scale.
Finally, it would also be beneficial for regulators to
publish more detailed expectations and processes
with regards to preparing for and engaging in material
outsourcing arrangements, including the disclosure
and reporting obligations that should be met by the
RFI, and provide anonymised case study examples of
high-quality assets produced by their peers.
A common approach which Sourced has observed
with regulators in multiple jurisdictions is to provide
a tiering mechanism for risk and impact of migrating
material services to cloud outsourcing arrangements.
This can provide guidance on how RFIs should
engage with the regulator based on tier and
definition. For example:

 When and how RFIs should notify and engage
with the regulator in the outsourcing lifecycle

 What level of dialogue and transparency is
required based on materiality rating

 Considering data offshoring or integrity risks and
obligations

Another pertinent point is that a more detailed
approach to understanding cloud risk vectors and
control objectives would be beneficial for both
regulators and RFIs. However, regulators should

One such example is the material outsourcing
notification issued by the Australian Prudential
Regulatory Authority (APRA)3.
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Regulatory Considerations for FinTechs
Pertaining to ORM, Cloud Adoption and
Material Outsourcing
The appeal of FinTechs in the contemporary financial system to disrupt long static
approaches to financial services with cloud-native and digital options is gaining
momentum.
Incumbent RFIs grappling with how to maintain pace with innovation can see ‘plug-in’ FinTech services as
a key strategy to jumpstart their digital portfolios and maintain pace with competition by outsourcing or
buying mission critical digital services.
In most cases, these FinTechs are using the same cloud-native services and development practices to achieve
their speed and agility discussed in this paper. While FinTechs have the ability to capitalise faster on these
new services by leapfrogging incumbent RFIs due to their previous generation infrastructure, legacy code and
brittle organisational processes in the face of new technology, there is the risk for potential weaknesses which
they do not share with their incumbent RFIs, including;

 Shallow pools of risk expertise, lack of
understanding of evolving landscape of RFIs’
obligations and adequate allocation of internal
resources to sustain these practices due to
potential financial and operational scaling
challenges commonly faced by start-ups or still
maturing businesses

 Deficit of strong, institutionalised risk culture

i

and practices due to inexperience operating in a
regulated market

 The need and expediency to release platform
and software features in environments facing
this lack of experience in regulated markets or
dealing with a shallow risk culture could in some
cases translate into practices which precipitate
operational and security risk vectors

* Note that we stress these are not scenarios which are common in the FinTech community, but
it is prudent risk management by RFIs engaging in material arrangements with FinTechs that the
risk of these scenarios is understood with their partners.

The challenge posed to this dynamic by RFIs looking to outsource material processes to third parties is
that the level of transparency on control compliance may be opaque to RFIs, especially in a rapidly evolving
environment.
When entering material outsourcing arrangements with FinTech, regulators could play an important assisting
role by providing practices and guidelines which RFIs and their FinTech partners can use to drive standards of
transparency and compliance when considering outsourcing activities.
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Conclusion
Adoption of next generation technologies such as cloud, machine
learning and FinTech services is accelerating in the global financial sector.
It is vital that regulators in conjunction with RFIs understand that transposing existing ORM practices,
organisational models, and security practices into the discussed rapidly emerging technology domains will
not yield the desired technology, security and operational risk outcomes for RFIs nor for regulatory financial
stability mandates.

Figure 4: Recommended Regulatory Guidance in Each Stage of an RFIs Cloud Adoption Journey

1

ASS E SS A N D PL A N
Regulator notification objectives
Regulator self-assessment guidelines
aligned to industry standards i.e. NIST etc
Regulator risk and control tracking
objectives / guidelines
Baseline control objective guidelines and
toolkits on modern, automated, data
driven practices

D ES I G N , E N G I N E E R , T E ST
Regulator material outsourcing governance
and reporting standards / process
Regulator control design and control
effectiveness evidence procedures

2

M O N I TO R, CO N T RO L , RE P O RT

3

Ongoing compliance and breach reporting process
Monitoring evolution of industry practices and case
study examples of desired and undesired practices
Institute a framework for maintaining currency of
guidelines and toolkits as the landscape and the
maturity of RFIs evolve
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